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Tony Ciliberti, PE

BS Chemical Engineering, Texas A&M University, 1987
Licensed professional engineer in the State of Texas

Principle Engineer for Reliability Dynamics LLC

m Primary business function: Integration of reliability engineering with corporate information
systems

24 years of domestic and international experience in equipment reliability engineering
and risk management

m Intermediate and specialty chemicals, oil and gas, refining, oil and gas E&P, public utilities

m Maintenance Engineer, Project Manager, Maintenance Superintendent, Principal Consultant
and Solution Architect

m Very strong in relational data theory and data management
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Risk management

m Overview

m Safeguards

m 29 CFR 81910.119(e): risk management aspects
m Examples of possible violations

Preventive Maintenance

m Overview

m Common practices

m 29 CFR 81910.119()): mechanical integrity requirements
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Risk Management
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Facility Lifecycle Phases
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Risk Basics 6

Risk management: all activities or programs used to (1) define acceptable
risk and (2) to ensure risk levels remain within acceptable levels

Risk assessment: a methodical process for identifying and tabulating
scenarios for loss

Scenario: hypothetical depiction of a loss event, including identification of an
event, faults/causes, and potential consequences. Consequences are
frequently risk-ranked.

Risk = Consequence Severity x Likelihood (or Freguency)
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Risk Basics .

Inherent Risk: risk before application of risk-reduction measures
(safeguards).

In-place Risk: net risk after application of risk-reduction measures.

Safeguards: measures implemented to mitigate risk by reducing likelihood,
consequence severity, or both.

Criticality: a measure of importance that is directly proportional to risk level.
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Key Considerations for Risk Management

Designing inherently safe and reliable processes
m Build-out the risk instead of managing it throughout the facility lifecycle

Developing risk mitigation programs

Tracking details on tens of thousands to millions of equipment items and related
safeguards

m Data-driven decision-making
m Risk-based prioritization

m Real-time data

m Cockpit view
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Safeguards

Engineering and administrative controls used to ensure safe operation and optimize
production, e.g.

m Safe job procedures

m Training

m Preventive and predictive maintenance
m Inspection programs

m Installed protective equipment

m Spare equipment and parts
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Risk Reduction

Each safeguard provides an incremental amount of risk reduction by
reducing:

m The likelihood of a scenario and/or

m The potential consequences

For a tank containing a hazardous chemical
m Reducing inventory would reduce potential consequences of a spill
m Routine corrosion monitoring would reduce the likelihood of a leak

m Either way, the exposure level would be incrementally reduced and remains lower
_provided__ that the safeguard continues to give the intended/assumed risk
reduction amount

m |s inventory maintained at of below the reduced level?
m |s the UT testing device calibrated properly/routinely?
m |s the inspector properly trained?
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Risk Assessment and Mitigation

Develop risk rating process and determine acceptable risk threshold

Develop failure scenarios and assess in-place risk for each consequence
m Risk = consequence severity * likelihood

|ldentify safeguards and quantify respective risk reduction amounts for each
using reverse logic (delta risk with safeguard removed)

Apply risk-reduction measures for scenarios that exceed acceptable risk

Confirm risk-reduction taken for safeguards
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Operational Experience and Process Data Feedback

to Risk Assessment
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Safeguard Evaluation and Monitoring

For each safeguard:
m Assign a unique ID
m Define criteria for each safeguard to achieve the amount of risk reduction taken

m Determine how criteria will be monitored and how much risk reduction will be lost if criteria are
not satisfied

m Prioritize safeguard based on amount of risk reduction

Safeguard effectiveness must be validated to ensure assumed risk reduction
credit is actually achieved
m When safeguards do not provide their intended risk reduction, facility risk levels increase

m Facilities need to be aware of fluctuations in risk levels so appropriate remedial action can be
taken when required
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Additional Recommendations for Safeguards

Relevant equipment tag numbers should be discretely specified for each scenario,
not just referenced

m Also the related roles for each, e.g. fault, event, or safeguard

The focus of criticality should be scenarios and safeguards versus protected
equipment
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Process Hazards Analysis: 29CFR1910.119e

(3) The process hazard analysis shall address:
(3)(i) The hazards of the process;

(3)(ii1) Engineering and administrative controls applicable to the hazards and their
interrelationships such as appropriate application of detection methodologies to
provide early warning of releases.

(3)(iv) Consequences of failure of engineering and administrative controls;

(3)(vii) A qualitative evaluation of a range of the possible safety and health effects of
failure of controls on employees in the workplace.
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OSHA Guidance

Letter of Interpretation to Mr. Roygene Harmon

Standard 1910.119(e)

What the PHA Team Is Required to Do to Comply with Each
Specific 1910.119(e)(3) Standard. The PHA Team Must...

(3)(1)

1dentify each process hazard, deviation(departure from the design
intention), etc. (hazard)

(3)(ii1)

determine the engineering and administrative controls including
safeguards (alarms, interlocks, blast-resistant walls, relief valves,
etc.) that are related to each particular hazard they identify

(3)(1v)

1dentify hazardous process situations involving the failure of
engineering and administrative controls and to identify the
consequences of those failures. Also, minor consequences unrelated
to the potential release of highly hazardous chemicals from the
covered-process are usually not considered.

(3)(vi1)

use the consequences of failure information developed under
1910.119(e)(3)(1v). This information is used by the team to conduct
a qualitative evaluation of the possible safety and health effects
related to the failure of the identified controls for each of the
identified hazards. The purpose of this evaluation i1s to assist the
PHA team in their decisions for prioritizing the planning for the
control of the hazards they have identified (see discussion below
and attached Appendix for more information).
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OSHA Guidance

Letter of Interpretation to Mr. Roygene Harmon

Figure 1 - Example Worksheet Excerpt from What If/Checklist PHA Methodology
C= Consequence Class, L= Likelihood Class, R = Risk Class

Shutdown Valve 23
(ESD - 23) fails to
close when needed?
(This can occur due
to extremely cold
weather, reliability
due to inspection/
testing/maintenance
or design problems)

(13

flammable
materials in the
operating area.
Potential for
fire/explosion with
employee
injuries/fatalities

(13

Inspection/testing/
maintenance program
for ESDs

2. Valve actuator
sizing

3. ESD-23 is fail
closed design

(2]

C = Consequences Class
L = Likelihood Class
R = Risk Priority Class

What If... Consequences/ Safeguards C| L |[R|Recommendations/
Hazard Action
Emergency Release of highly 1. Specific 412 | B |l1. Due to cold weather

modify MI procedures
to increase ESD valve
testing to 1/2wks.

2. Inspection records
for ESD 23 not in file,
follow-up to assure
ESD-23 inspected as
required by MI
procedures

3. No equipment data
sheet was found for
actuator for ESD-23,
follow-up with
engineering to assure

O - 1910.119(e)(3)(i): design is correct.

® - 1910.119(e)(3)(ii):

address the hazards of the process

address engineering and administrative controls applicable to the
hazards...

address consequence of failure of engineering and administrative
controls

0. 1910.119(e)(3)(vii): address a qualitative evaluation of a range of possible safety and
health effects of failure of controls...

4. Consider over sizing
valve actuator

© - 1910.119(e)(3)(iv):
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OSHA Guidance

Letter of Interpretation to Mr. Roygene Harmon

Figure 2 - Example Excerpt from HAZOP PHA Methodology
C= Consequence Class, L= Likelihood Class, R = Risk Class

mechanical
linkage fails

Operator
fails to
activate
agitator

0e

fatalities to workers
due to highly acute
toxic material hazard

©

C = Consequences Class
L = Likelihood Class
R = Risk Priority Class

O - 1910.119(e)(3)(i):
@ - 1510.119(e)(3)(ii)):
hazards...
© - 1910.119(e)(3)(iv):
controls
O - 1910.119(e)(3)(vii):

address the hazards of the process
address engineering and administrative controls applicable to the

address consequence of failure of engineering and administrative

address a qualitative evaluation of a range of possible safety and

health effects of failure of controls...

Deviation |Causes Consequences Safeguards |Recommendations/
Actions
Loss of Agitator Un-reacted HHC in HHC detector |1. Consider adding
Agitation motor fails the reactor carried and alarm alarm/shutdown of the
over to Storage Tank system for loss of
(1] Electrical 3 (ST-3) and is (2] agitation to the
utility lost released to the reactor
enclosed work area.
Agitator Probable injuries or 2. Ensure adequate

ventilation exists for
enclosed work area
and/or use an
enclosed ST-3

3. Update PSI file and
Op. Procedure HHC-39
to include
consequence of
deviation, engineering
controls including
safety system
information, e.g. SIS
and emergency
ventilation
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OSHA Guidance

Letter of Interpretation to Mr. Roygene Harmon

Figure 3 - Consequence Table

Consequence Class Qualitative Employee Safety Consequence
Criteria
1 No employee injuries
2 One Loss Time Injury or Illness
3 Multiple Lost Time Injuries or Illnesses
4 Multiple Lost Time| Injuries or Illnesses w/one or

more fatalities

Figure 4 - Likelihood Table

Likelihood Class Qualitative Likelihood Criteria

1 Not expected to occur during the lifetime of the
process. Examples — Simultaneous failures of two or
more independent instrument or mechanical systems
2 Expected to occur only a few times during the life of
the process. Examples — Rupture of product piping,
trained employees w/procedures injured during
LOTO operation
3 Expected to occur several times during the life of the
process. Examples — hose rupture, pipe leaks, pump
seal failure

4 Expected to occur yearly. Examples - instrument
component failures, valve failure, human error, hose
leaks
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OSHA Guidance

Letter of Interpretation to Mr. Roygene Harmon

Figure 5 - Example Risk Priority Matrix

1 4 C B A A
o 3 C B B A
e
0 2 D C B B
o
§ 1 D D C C
o
o 1 2 3 4
Likelihood —

Figure 6 - Example Risk Priority Legend

Risk Explanation of Risk
Class
T A Risk intolerable - needs to be mitigated within 2 weeks to at least a
- Class C, if that cannot be accomplished, process needs to be
= shutdown
.E B Risk undesirable - needs to be mitigated within 6 months to at least
o a Class C
C Risk tolerable with controls (engineering and administrative)
D Risk acceptable — no further action required
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Safeguards: Examples of Possible Violations

OSHA DIRECTIVE NUMBER: CPL 03-00-010, A-23

a. 119(e)(1) — if: 1) the employer identified/credited a safeguard that was ineffective
or inappropriate for the hazard/deviation when it conducted the PHA; or 2) the
employer did not adequately evaluate the identified/credited safeguard ("...shall
identify, evaluate and control...") when it conducted the PHA;

b. 119(e)(3)(iii) - the employer used an inadequate engineering or administrative
control/safeguard to protect against a hazard/deviation it identified in its PHA,

c. 119(d)(3)(ii) - the employer did not design or document that the PHA
identified/credited safeguard complies with RAGAGEP;

g. 119())(4)(i) — (iv) — the employer did not inspect and test a safeguard to ensure it
functions as intended when it identified/credited the safeguard in its PHA as
protection against an identified hazard/deviation; or

h. 119(1)(1) - the employer changed the safeguard prior to conducting an MOC
procedure.
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Preventive Maintenance
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Equipment Mechanical Integrity: Risk-Based

Inspection

API RP 580, Risk-based Inspection, Section 12.1

m Risk mitigation achieved through inspection presumes that the organization will act on the
results of the inspection in a timely manner

m Risk mitigation is not achieved if inspection data that are gathered are not properly analyzed
and acted upon where needed. The guality of the inspection data and the analysis or
interpretation will greatly affect the level of risk mitigation

Reliability Dynamics LLC
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Preventive Maintenance

Routine and scheduled maintenance work on equipment
m Planned refurbishment

m Functional testing

m Inspections

Key considerations

m Explicit means to report pass/fail inspection results

m Documentation of any failed inspection as an equipment malfunction

m Ability to capture quantitative inspection values for each step in a task list

m Evaluation criteria for measured values, with pass/fail assessment on both individual
measurements and for the equipment item as a whole

m When measured values are out-of-tolerance, the following questions must be answered:
— Is the equipment suitable for continued service?
— Does the inspection interval or scope need to be changed?
m Ability to analyze results en masse
m If you can’t analyze 1000 things at once, you're not doing it right
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Inspection Reference Objects

Functional equipment location Tag P101 is an intangible object that defines process
requirements for a particular pumping service, e.g. pressure, temperature, flow, fluid
type (Tag P101 in the example below)

Equipment items (serial numbers 1234 and 2345) define specific materialized objects
that execute process requirements

F 3
TAG P101 Pump 1234
sy e oo e installed  remaoved installed removeg
physical_ _physical_ SPACE insialle W i
object object A A
duin inslalledT TAG P101 >
81
A 4 k 4
installation
Pump P1234 installed as TAG Pump 1234 Pump 2345
P101 from 3/1/2000 to 5/8/2001
31172000 5/812001 *TIME

The duty represented by TAG P101, and Pump 1234 are coincident for the period of the installation, i.e. the state S1
of Pump 1234 that is installed as TAG P101 is in fact also a state of TAG P101. TAG P101 consists of those states of

the pumps that are installed in this location.

ISO 15926-2 (Data Model) Industrial automation systems and integration—Integration of life-cycle data for process plants including oil and gas
production facilities, Figures E.9 and E.10.
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Inspection Processing Flow

[—Separate streamﬁv

§ Execute Confirmation(s) processed
S inspection and for inspection operations
= record results directly from inspection lot
= Maintenance Valuate
2 inspection plan inspection SySiell m.all(es End
%) usage decisions

called results

Inspection
| scheduled

Maintenance
Planner

Manual usage decisions:

1. Can equipment be used?

2. Change to inspection scope
and.or frequency required?

Decision-maker
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ISPM Preventive Maintenance and Inspections

Administration and Reporting Processes

| v

o
E Maintenance Item PMO03 Order
g F>.> fﬂ Reference Object ‘ ‘ Reference Object ‘
c 3 FAL Object list (FEL | |, Y Object list
é OR sub-FEL)
©
< \_/\ \//\

— ] Documentation of equipment

g’ malfunctions including hidden failures
oo discovered through inspection
= — Generated from object list
© o
S £ Malfunction Report PMO02 Order
2 €
‘25 = Reference > Only if follow-on

) Object work is required

o

FEL T

— y
c g’ PM Condition
o EIJ Report (M3)
e
8 1% Sub-FEL y ,| Reference | Malfunctions only Pass/Fail assessment of
QS Obiject | ——— | inspection at equipment
2 9 level, used to optimize
= él:) \/\ inspection program
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PM Condition Report

Create PM Notification: PM Condition Rating

motification LEAPEERAORAET | CR| vibration inspection: rotating weekly 5
Status MNOPR ORAS

Order 40000044

Condition report Inspection details i Activities i Alltasks i Documents

Reference ohject

Functional loc. EGZE-230T001 TURBINE DRIVER, RES
I@Catalng Selection

Subject
=~ [ ] Gond. rating Equipment condition ratin
ICDnd_ rating CREOQZEE| |CROM Acceptable!l‘durmal:testpassedl_k = = I:REIEIEIZEIEIQGEEEI’ZH assessment :

Description Vikration inspection: rotating weelkly P CRO1 AcceptableiMarmal: test passed
p CROZ Acceptable until next mtce intenral
M CROZ Unacceptable: revisit prior to next PM
b CRE4 Unacceptable: test failed, repair now

Responsihilities

FPlanner grougp MNT| & | FF7E Maintenance

hain WorkCtr MECH_SUP| & 7770 MECHARICAL SUPY. D&M (EC)
Department resp

Ferson respons. 63049 Bruce Martin Green

Reported by Ciliberti Motif.date 12142009
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Equipment Malfunction Report

. . Classification
Main category |[Level | Taxonomy hierarchy of failure data
1 Industry A
< 2 Business category
-c-z 3 Installation category
§=) 4 Plant/Unit category \
8 5 Sec_tlon/System Method of
- 6.1 Equipment Class > detection
- Equipment Unit
6.2 functional spec. y, » | Failure mode
Equipment Unit Asset
= o 6.3 (S/N) . Failure
o S = i
E @ 7 Subunit mechanism
o =
= 3 Component/
w3 8 Maintainable item ” Aelels LTSS
9 Part . Primary
150 1422820088 5 Corrective component failure
activity

Table C.1 — Failure-consequence classification

Consequences Category
Catastrophic Severe Moderate Minor I I
Failure that resuits in - | Severe injury, liNess or | MInor injury, iness or | Less than minor injury,
death or system loss. | major system damage system damage iliness or system damage
(e.g. < USD 1000 000) | (e.g. < USD 250 000) {e.g. < USD 50 000) I I
Satety 1 v x xm .
— Loss of lives. — Serious personnel |— Injuries requiring | —  Injuries not requiring
injury meical reatment medical treatment
— ymeas | ' ‘ Consequence
systems inoperabie | —  Potential for loss of |— Limited effecton  [— Minor effect on safety h— <—
safety functions safety functions function - t t.
ot | x severity rating
Major pollution ‘Significant poliution Some pollution No, or negligible, poliution
Production mn Vi X xv
Extensive stop in Production stop above | Production stop below | Production siop minor
production/operation acceptable limit @ acceplable limit ®
Operational w Wil Xl x
Very high maintenance Maintenance cost Maintenance cost at of | Low mainienance cost
cost above nomal below normal
acceptable ® acceplable @
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ISO 14224 Gas Turbine Equipment Subdivision

Equwii ppryeervk i=as turkbirnes
it
Subwumit Startimng S intake o stiaoemm T I T S ST P oassrsr turkins ot el
=ywsternm =wshberm H F twrkkime s rei i reeg
FAaimtsinable Stmrting rracohoer Liir e lireg Combustor Roior Fobtor amrdrcd it
ferms
m= =tmrt coerbrol Lrvbi-icirem Fu=sl mo==les Siator Stator Semsors =
Fipireg Filter=s Z=als Crooding syst=rm Crasirng WIS
Filt=ri=s) Imtakse dusct WS swsdten Fadial bhe=rirng Avcbuaating
= _
Falee =0 Inl=t wamas Armti-surge wabes | Thirnoest bDesnrng =
Fump{=) Ao Dlesdimg Seals Mionitoring
s e alwves
St=Ert snergy = T Ehee=s =
(=.g. batb=ry. Armti-icing walwe - Int=rnal owser
=iy ; Fiping sapply
Casing
Radial bearimg = I=
Thinust bemrireg
S=als
Fiirgm
L abricatiom Fuel sy=sterm | Watsrn'Steam | Fire amd gas B e S SOy Exhawust Mli=cel-
=wwsterm imjectica = P rotecticonm arive l=rveocwus
He=aber Fuel contrnod Fumg{=) Coavbrod it Searboe Diffuser Enclo=ware
Resarsoirn=s) Fapireg Fipireg Fhip==s Eearing Exihawst Hood
Fump{=) E s alves Elees Seals sl e char Furge air
P S=als Filb=ri=] SeEnEors C=sang Compenssbor | Flanoges joinds
Fl=lloawras
Filt=r Fump=isas Seals Wires emilatio
Termyperaburn= . S Wares Tamk{s o ™3 Fan
[==aty | dgal] Filiersas Shoragge Emissiorn W atsr—ees=ih
alves L ras e nitorang =y =
W
Fipireg res= =il=nocsr
- el
il coocler o rfics 'Ib"hru_sl:
il mreeEasursrmervt SSring
alves
Sensors
T Wil ast= Iheat
FECOWETTy LIt
= Sppecify iype of semnsor. e gl pressure, iemperasbure, k=Eeall e
= Onlly rel=wsnt for gas tuwrbines with RO -—ssatesrment contrnd weith stesem o wwarter.
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Common Practice: Relief Valve Example

Relief valve inspection on two-year interval generates one order for a plant section,
e.g. Distillation, with instructions to “test/inspect all relief valves”

m No tag numbers given

Devices pulled from field, replaced with spares, and sent for testing to external
service provider

m No checklist to ensure all devices are pulled
m Loss of traceability: where did each valve come from?

Devices sent back from supplier with test results affixed to them
m Some reports get lost

m Failed tests may not be addressed: may not get reviewed, may sit in a pile on an engineers
desk, etc.

Inspection results scanned and attached electronically to relevant equipment objects
m The wrong object type may be used

Regardless of results, the inspection is reissued two years later
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APl RP 576

|nspection Scope 6.4.1 Frequency of Shop Inspection/Owverhaul

m 6.2.3 Note operating conditions/relieving

6.4.1.1 Normal Basis

MNormally, the interval between shop inspection/overhanl of

events while in service pressure-relieving devices should not exceed that necessary to

. . .. maintam the device in satisfactory operating condition. The

m 6.2.6 Inspection adjacent piping frequency of shop inspection/overhauls is normally deter-
. mined by operating experience in the wvanous services

m 6.2.8 As-received pop-pressure imvohred. NMommally, the interval of a device in a corrosive
and/or fouling service would be shorter than the mferval

i i i required for the same device in a clean. non-fouling, non-cor-

= 6.2.9 Visual |nSpeCt|0n rosive, service. Likewise, more frequent inspection and test-
i ing mayv be needed for pressure relief wvalwves subject to

u 6211 |nSpeCt|0n Of Components wibration, pulsating loads. low differenfial between set and

operating pressures, and other circumstances leading to valve
leakage and poor performance.

Where an adeguate mspection or test lustory extending
over a long pennod of time reflects consistent "as recemved”
test results that coincide with the CDTP (see 6.2), where no
change in service is to be made and where no conflict in
Junisdictional requirements exists, an increase in the test inter—
al may be considered. Comnwersely, if the "as received” test
results are erratic or vary significantly from the CDTPE. the
inspection interval should be decreased or suitable modifica-
tioms to inprove the perfonmance should be made. If a valve
fails to actrate on the test block at 150%: or more of CDTP. if
can be assumed that it would have failed to activate on the
unit durnng an overpressuare event.

Where cormrosion, fouling, and other service condifions are
not knowmn and cammot be predicted with amy degree of accu-
racy (as in new processes). the mdtial inspection should be
accomplished as soon as practical after operations begin to
establish a safe and suitable testing mterval.
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Sample Relief Device Inspection Report

Tel:  +4751432300 Sielg: Aheim
Fax: +4751432323 ____SEaee
Email: scoreas@score-group.com Raport No: 12376287
PSV Certificate and Report
Tag No: [44-PSV/-D134 A 1 CustomerRef [(X2a} =
Sap No: [11€5007¢ | Scofc Job Number: 220083 -
Dae LastInspection: (WD~ | Location: Aoviicm o o
Type of Inspectivn.  [TEST & CERTIFY Equipment Line:  [WATER DEGASSING DRUM
Date of Inspection:  [03.04.200¢ | Service Juty: GAS

Nameplate Details

Make: CROSBY : Set Pressure: [14 BARG -

WMoget: B8TJBS-E-45-J-S5PL CDTE:

Seral No 331410 Back Pressure:

Inlet Sive: 4" 300# RF — | orifice: T

Cutlet Space: 1504 RF Spring Range: ND_ -
Body Material ND  Trimmatenal smsT
Belows Fitted: YES

Pre Overhaul Test Results
PrePopLift 1. 142 BARG Pre PopLift2: 122 BARG
Convenlivial § Bellows Valve Seal Leakage at 90% C.D.TP. ZERO
Piict Operated Valve Nozze/Sea: Testat €5% C.D.T.P.: Nia
Back Prassurz Test 1BARG e ilacuum’]'esl: h

Test Details

Test Specifation. API-527 -

) Test Medium- 7 NITROGFN

CDTP [14 “dRAR [
tuft M4MBARG |2l [14.143ARG 3Lt 1414 BARG |
Back Pressurs Tost: [2 BARG "~ BlowDown Rings Set AS SET —]
Leakage vl 80 | % ofC.DO.T.P  SealLoskage: [N cCs ZZRO.  BFM

| RemarksiRecommendations:

VALVE PRE POP FINE, VALVE TESTED TO SPECIFICATION. ALL TESTS PROVED SATISFACTORY. VALVE
WIRELOCKE D, LEADSEALED ANE FITTFN 'WITH A SCORF TEST DATA TAG

Inspection Engineer, Sign/Date: Tested Ey:,’(" Nerneilise
Inspection Pericd: ) -

pection Peris e - 4 - i
Limitaions: § iC—"{ W {

Date Next Inspection Major: Witnessed By / 2. Blew

Date Next Inspection Special.
Senior Inspection Engineer. Sign/Late

Z XA
L (2o -

Commants: DCC Onshora:
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1910.119(j) Mechanical integrity

1910.119(j)(4) Inspection and testing.
1910.119()(4)(i) Inspections and tests shall be performed on process equipment.

1910.119(j)(4)(ii) Inspection and testing procedures shall follow recognized and
generally accepted good engineering practices.

1910.119()(4)(iii) The frequency of inspections and tests of process equipment shall
be consistent with applicable manufacturers' recommendations and good engineering
practices, and more frequently if determined to be necessary by prior operating
experience.
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1910.119(j) Mechanical integrity

1910.119(j)(4)(iv) The employer shall document each inspection and test that has
been performed on process equipment. The documentation shall identify the date of
the inspection or test, the name of the person who performed the inspection or test,
the serial number or other identifier of the equipment on which the inspection or test
was performed, a description of the inspection or test performed, and the results of
the inspection or test.

1910.119()(5) Equipment deficiencies. The employer shall correct deficiencies in
equipment that are outside acceptable limits (defined by the process safety
information in paragraph (d) of this section) before further use or in a safe and timely
manner when necessary means are taken to assure safe operation.
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Preventive Maintenance Group inspections

Advantages
m Administered at a high level (e.g. area) with reporting at the individual equipment level
m Multiple equipment inspections grouped into one plan/inspection order
m All equipment items can be identified by unique tag numbers
m All inspection steps apply to all equipment objects
— Assign inspection characteristics to one or more inspection steps

m Equipment-specific findings are documented with notifications and, where applicable,
inspection lots and measurement points

m Findings can be documented either (1) for all inspected objects or (2) only for exceptional
conditions

Disadvantages

m Difficult to change inspection frequency for individual equipment items

m Change to inspection scope requires an assessment of impact to all affected items
m Should be addressed with Management of Change
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1910.119(1) Management of change

1910.119(1)(1) The employer shall establish and implement written procedures to
manage changes (except for “replacements in kind”) to process chemicals,
technology, equipment, and procedures; and, changes to facilities that affect a
covered process.

1910.119(1)(2) The procedures shall assure that the following considerations are
addressed prior to any change:

1910.119(1)(2)(i1) The technical basis for the proposed change;
1910.119(1)(2)(i1) Impact of change on safety and health;
1910.119(1)(2)(iii) Modifications to operating procedures;
1910.119(1)(2)(iv) Necessary time period for the change; and,

1910.119(1)(2)(v) Authorization requirements for the proposed change.
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Appendix

Examples of Risk Management
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Risk Rating: Process Consequences

Very High (VH)

eMajor production loss: 2,000,000 ++ BBLS.

eFinancial impact at a corporate level: >$10,000,000 USD
High (H)

eSignificant loss of production capacity (50-100%) for short term (<10 days): 200,000-2,000,000
BBLS.

el_0ss of production capacity (10-50%) for long term (>10 days): 200,000-2,000,000 BBLS.
eFinancial impact at a facility level: >$1,000,000 USD
Medium (M)
el_oss of production capacity (10-50%) for short term (<10 days): 20,000-200,000 BBLS.
eMinor loss of production capacity (<10%) for long term (>10 days): 20,000-200,000 BBLS.
eFinancial impact at a unit level: >$100,000 USD
Low (L)
eMinor loss of production capacity (<10%) for short term (<10 days) or minor financial impact
Negligible (N)
eProcess capability not impacted or repair costs <$10,000 USD
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Risk Rating: Hazard Consequences

Very High (VH)
eMultiple fatalities of company or associated personnel.

eSevere injury, iliness, or fatalities of one or more members of the community.
eCatastrophic environmental impact requiring a full-scale response by outside agencies.

High (H)
eDeath of one company or associated person.

eSevere injury or iliness of multiple plant personnel.
eMajor reportable environmental incident resulting in action by regulatory agencies, significant media and/or company
resource commitment.

Medium (M)

eSevere injury or iliness of one company or associated person. Medical treatment required for multiple plant
personnel.

eMajor reportable environmental incident unlikely to result in action by regulatory agencies and would attract little or no
media attention.

Low (L)

eMinor medical treatment required for one or more company or associated personnel.

eMinor reportable environmental incident: an incident that would not cause regulatory action and would attract no
media attention.

Negligible (N)
eMinimal safety consequences. Non-reportable environmental incidents.
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Risk Rating: Likelihood

Very High (VH)

¢One or more occurrences are credible annually.
High (H)

eSeveral occurrences are credible in the facility lifetime.
Medium (M)

e¢One occurrence is credible in the facility lifetime.

Low (L

eNot expected to occur in the facility lifetime but not impossible.
Negligible (N)

ePractically impossible
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Normalizing Risk Rating: Qualitative and Quantitative

Data 4

N V72 B 0o 2] I S Wolo o] SToXololo)] $100,000 $1,000,000 '$10,000,000
3 S |H_|100E+07 $100 | $1,000 | $10,000 [EFIONoORIESHoVoNeleo
S 2 |M_|1.00E+06 $10| $100| $1,000| $10,000 |EERESTOONe0)
® £ |L  |1.00E+05 $1 $10|  $100|  $1,000 |  $10,000
o O
O W |N | 1.00E+04 $0 $1 $10 $100 $1,000

Order-of-Magnitude | 1:00E-05| 1.00E-04] 1.00E-03] 1.00E-02|  1.00E-01
Exposure N L M H VH
Likelihood

m Red Zone: risk mitigation required
m Gray Zone: risk mitigation recommended
m White Zone: acceptable risk
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Safeguard Priority Rating

Safeguards should be discretely identified and given risk reduction credit for each
scenario in which they are involved.

SI' - i {{:'E'ic:' o 'Iilr'cli:. + l::"['iC:' _-L:'ij}

=1

Where:

5. Total safeguard rnisk reduction for » scenarios

Safeguard prionty rating

Likelihood of consequence 7 before application of

safeguard 7

Consequence of scenano 7 before application of

safeguard 7

Likelihood of consequence 7 after application of

safeguard 7

c. = Consequence of scenano 7 after application of
safeguard 7

Z

H
I

S
Il
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Safeguard Example

Risk of Operating
Harley Davidson
FXDWG

Safeguards
m Helmet
m Protective clothing

m Motorcycle safety
class

m Defensive driving

© Reliability Dynamics LLC 2010

N VT =0 T S0l S oY J000 $100.000 | $1,000,000 | $10,000,000
= N
88 |H_|100E+07]  $100| $1,000 £ $10,000 JEINOIRREIHONNY
S 2 |M__|1.00E+06 $10| $100 | $1,000 | $10,000 [EERESTONe0
# € |L  |1.00E+05 $1| $10| $100| $1,000|  $10,000
Q o
Ol [N |1.00E+04 $0 $1 $10 $100 $1,000
HD Wide Glide | 1:00E-05|100E-04| 1.00E-03| 1.00E-02|  1.00E-01
with Helmet N L M H VH
Likelihood
» [VH_[1.00E+08|  $1,000 | $10,000 [ESINeRORESHOSONMESTLONS
88 |H_|100E+07]  $100| $1,000 | $10,000 [EEFNOUREINONIY
S 2 |M__|1.00E+06 $10| $100| $1,000 | $10,000 [EEETOONN
# € |L  |1.00E+05 $1| $10| $100| $1,000|  $10,000
Q o
Cul [N |1.00E+04 $0 $1 $10 $100 $1,000
HD Wide Glide 1.00E-05| 1.00E-04| 1.00E-03| 1.00E-02|  1.00E-01
without Helmet [N L M H VH
Likelihood
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Safeguard Example

Remove each safeguard one at a time while holding the others constant

Calculation of safeguard priority for motorcycle helmet
m C =¢=%$10,000,000

mlL=0.1

m|[=0.001

m Since C = c and only one consequence is considered, the formula reduces to:
m S;=C(L-1)=%10,000,000 * (0.1-0.001) = $990,000

But...how effective is the helmet?

m Does the rider wear it?

m Has it been dropped?

m Is the chin strap properly secured?

m Assumed risk reduction is $990,000...what is the realized risk reduction?
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Examples of Safeguards Analyses

Table 1. Examples of Benefit-to-Cost (BTC) Evaluations for Safeguards.

lterm notes (risk zones for items not shown):

1. The BTC Ratio is low and pre-safeguard risk is in the white zone, Ma action recommended.

2. The BTC Fatio is greater than 0.5 and pre-safeguard rigk is in the gray zone. The safeguard (spare bundle) lowers risk into the white zaone.
This action is recommended.

3. This itern evaluates risk associated with removal of a safeguard. Risk would increase from white zone to red zone if this change was made.
Mo actiondchange to PM recommended.

Scenario
Item Exposure |ID Event Description Action Cost New Exposure |Risk Delta BTC Ratio

1 $ 1,100 1817 |Failure of TP2 crude feedfcold  |Add tube bundle to stock P 13,000 ! 1.010 ] 40 o.oar
residue exchanger

2 $11,000 1821 |Failure of one desalted Add tube bundle to stock F 13,000 % 2,000 § 9,000 0692
crudeshot residue exchanger

3 $ 2000 2434 |Common cause failure of Increase service interval 3 (576,000) § 2,000,000 $i1 995 000y -2.281
Caterpillar field genszets to 3000 hours versus

current 1500-hr interval

Table 2. Example of an Automated Safeguard Effectiveness Report for Materials Safeguards.

Risk Delta Consequence
(USH) Scenario Description Material |Material Description On Hand
$ 9.000|Fazilure of one TP Topping Plant 108182 |Exchanger, bundle & exchanger head crude feed/hot residue Product & 0
crude feed/hot residue |1 shutdown Diesel PLTi# e-210345/0 gy 925-208- a3 wf bundle & exchanger head
exchanger gaskets
3 90,000|Failure of topping plant [Topping Plant 128186 |Pump, centrifugal 2x3x13 model %LK If motor duplicate of S/ ]
residue pumpis) 1 shutdown CHY2290AK ATM residual 153 GPM AR class 5-6 steel casing material
12% chrome 33 impeller 12% chrome 353 wear ring 12% chrome 33
shaft 300 ARSI RF flanges carbon 316 55 backed throat bushing di
§ 90,000|Failure of topping plant [Topping Plant 129848 |5eal, mechanical John Crane B03 (715) tandem drawing #H5P- 0
residue pumpls) 1 shutdown 1005864-1 w pumping rings f glands / heads with mating rings #3 » 4 x
13C %LE pump
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