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Reliability Dynamics LLC 

      Tony Ciliberti, PE  

 

BS Chemical Engineering, Texas A&M University, 1987 

Licensed professional engineer in the State of Texas 

Principle Engineer for Reliability Dynamics LLC 

 Primary business function: Integration of reliability engineering with corporate information 

systems 

24 years of domestic and international experience in equipment reliability engineering 

and risk management 

 Intermediate and specialty chemicals, oil and gas, refining, oil and gas E&P, public utilities 

 Maintenance Engineer, Project Manager, Maintenance Superintendent, Principal Consultant 

and Solution Architect 

 Very strong in relational data theory and data management 
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Agenda 

Risk management  

 Overview 

 Safeguards 

 29 CFR §1910.119(e): risk management aspects 

 Examples of possible violations 

Preventive Maintenance 

 Overview 

 Common practices 

 29 CFR §1910.119(j): mechanical integrity requirements 
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Facility Lifecycle Phases 

Risk Management 

Design 

inherently 

safe and 

reliable 

processes 

Risk Assessments 

Develop and refine risk mitigation programs 

Manage risk with safeguards or redesign 
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Risk Basics 

Risk management: all activities or programs used to (1) define acceptable 

risk and (2) to ensure risk levels remain within acceptable levels 

Risk assessment: a methodical process for identifying and tabulating 

scenarios for loss 

Scenario: hypothetical depiction of a loss event, including identification of an 

event, faults/causes, and potential consequences.  Consequences are 

frequently risk-ranked. 

Risk = Consequence Severity x Likelihood (or Frequency) 
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Risk Basics 

Inherent Risk: risk before application of risk-reduction measures 

(safeguards). 

In-place Risk: net risk after application of risk-reduction measures. 

Safeguards: measures implemented to mitigate risk by reducing likelihood, 

consequence severity, or both. 

Criticality: a measure of importance that is directly proportional to risk level.   
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Key Considerations for Risk Management 

Designing inherently safe and reliable processes 

 Build-out the risk instead of managing it throughout the facility lifecycle 

Developing risk mitigation programs 

Tracking details on tens of thousands to millions of equipment items and related 
safeguards 

 Data-driven decision-making 

 Risk-based prioritization 

 Real-time data 

 Cockpit view 
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Safeguards 

Engineering and administrative controls used to ensure safe operation and optimize 

production, e.g. 

 Safe job procedures 

 Training 

 Preventive and predictive maintenance 

 Inspection programs 

 Installed protective equipment 

 Spare equipment and parts 
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Risk Reduction 

Each safeguard provides an incremental amount of risk reduction by 
reducing:  

 The likelihood of a scenario and/or  

 The potential consequences 

For a tank containing a hazardous chemical  

 Reducing inventory would reduce potential consequences of a spill 

 Routine corrosion monitoring would reduce the likelihood of a leak 

 Either way, the exposure level would be incrementally reduced and remains lower 
_provided_ that the safeguard continues to give the intended/assumed risk 
reduction amount 

 Is inventory maintained at of below the reduced level? 

 Is the UT testing device calibrated properly/routinely? 

 Is the inspector properly trained? 
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Risk Assessment and Mitigation 

Develop risk rating process and determine acceptable risk threshold  

Develop failure scenarios and assess in-place risk for each consequence 

 Risk = consequence severity * likelihood 

Identify safeguards and quantify respective risk reduction amounts for each 
using reverse logic (delta risk with safeguard removed) 

Apply risk-reduction measures for scenarios that exceed acceptable risk 

Confirm risk-reduction taken for safeguards 
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Operational Experience and Process Data Feedback 

to Risk Assessment 



© Reliability Dynamics LLC 2010 

13 

Reliability Dynamics LLC 

Safeguard Evaluation and Monitoring 

For each safeguard: 

 Assign a unique ID 

 Define criteria for each safeguard to achieve the amount of risk reduction taken 

 Determine how criteria will be monitored and how much risk reduction will be lost if criteria are 

not satisfied 

 Prioritize safeguard based on amount of risk reduction 

Safeguard effectiveness must be validated to ensure assumed risk reduction 

credit is actually achieved 

 When safeguards do not provide their intended risk reduction, facility risk levels increase 

 Facilities need to be aware of fluctuations in risk levels so appropriate remedial action can be 

taken when required 
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Additional Recommendations for Safeguards 

Relevant equipment tag numbers should be discretely specified for each scenario, 

not just referenced 

 Also the related roles for each, e.g. fault, event, or safeguard 

The focus of criticality should be scenarios and safeguards versus protected 

equipment 
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Process Hazards Analysis: 29CFR1910.119e 

(3) The process hazard analysis shall address: 

(3)(i) The hazards of the process; 

(3)(iii) Engineering and administrative controls applicable to the hazards and their 

interrelationships such as appropriate application of detection methodologies to 

provide early warning of releases. 

(3)(iv) Consequences of failure of engineering and administrative controls; 

(3)(vii) A qualitative evaluation of a range of the possible safety and health effects of 

failure of controls on employees in the workplace. 
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OSHA Guidance 

Letter of Interpretation to Mr. Roygene Harmon  
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OSHA Guidance 

Letter of Interpretation to Mr. Roygene Harmon  
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OSHA Guidance 

Letter of Interpretation to Mr. Roygene Harmon  
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OSHA Guidance 

Letter of Interpretation to Mr. Roygene Harmon  
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OSHA Guidance 

Letter of Interpretation to Mr. Roygene Harmon  
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Safeguards: Examples of Possible Violations 

OSHA DIRECTIVE NUMBER: CPL 03-00-010, A-23 

a. 119(e)(1) – if: 1) the employer identified/credited a safeguard that was ineffective 

or inappropriate for the hazard/deviation when it conducted the PHA; or 2) the 

employer did not adequately evaluate the identified/credited safeguard ("…shall 

identify, evaluate and control…") when it conducted the PHA; 

b. 119(e)(3)(iii) - the employer used an inadequate engineering or administrative 

control/safeguard to protect against a hazard/deviation it identified in its PHA; 

c. 119(d)(3)(ii) - the employer did not design or document that the PHA 

identified/credited safeguard complies with RAGAGEP; 

g. 119(j)(4)(i) – (iv) – the employer did not inspect and test a safeguard to ensure it 

functions as intended when it identified/credited the safeguard in its PHA as 

protection against an identified hazard/deviation; or 

h. 119(l)(1) - the employer changed the safeguard prior to conducting an MOC 

procedure. 
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2 

Sample What-if PHA Worksheet 
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3 

Sample HAZOP PHA Worksheet 
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Preventive Maintenance 
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Equipment Mechanical Integrity: Risk-Based 

Inspection 

API RP 580, Risk-based Inspection, Section 12.1 

 Risk mitigation achieved through inspection presumes that the organization will act on the 
results of the inspection in a timely manner 

 Risk mitigation is not achieved if inspection data that are gathered are not properly analyzed 
and acted upon where needed. The quality of the inspection data and the analysis or 
interpretation will greatly affect the level of risk mitigation 



© Reliability Dynamics LLC 2010 

26 

Reliability Dynamics LLC 

Preventive Maintenance  

Routine and scheduled maintenance work on equipment 

 Planned refurbishment 

 Functional testing 

 Inspections 

Key considerations 

 Explicit means to report pass/fail inspection results 

 Documentation of any failed inspection as an equipment malfunction 

 Ability to capture quantitative inspection values for each step in a task list 

 Evaluation criteria for measured values, with pass/fail assessment on both individual 
measurements and for the equipment item as a whole 

 When measured values are out-of-tolerance, the following questions must be answered: 

– Is the equipment suitable for continued service? 

– Does the inspection interval or scope need to be changed? 

 Ability to analyze results en masse 

 If you can’t analyze 1000 things at once, you’re not doing it right 
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Maintenance Plan Anatomy 

Maintenance Plan

Maintenance 

ItemMaintenance 

Item
Maintenance 

Item

Maintenance Item

Task 

List

Strategy

Scheduling Parameters

Reference Objects

Object List
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Inspection Reference Objects 

Functional equipment location Tag P101 is an intangible object that defines process 
requirements for a particular pumping service, e.g. pressure, temperature, flow, fluid 
type (Tag P101 in the example below) 

Equipment items (serial numbers 1234 and 2345) define specific materialized objects 
that execute process requirements 

ISO 15926-2 (Data Model) Industrial automation systems and integration—Integration of life-cycle data for process plants including oil and gas 

production facilities, Figures E.9 and E.10. 

The duty represented by TAG P101, and Pump 1234 are coincident for the period of the installation, i.e. the state S1 

of Pump 1234 that is installed as TAG P101 is in fact also a state of TAG P101.  TAG P101 consists of those states of 

the pumps that are installed in this location.  

FEL Equipment 
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Inspection Processing Flow 
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ISPM Preventive Maintenance and Inspections 

Administration and Reporting Processes 
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PM Condition Report 
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Equipment Malfunction Report 

 Main category  Level  Taxonomy hierarchy  

 1   Industry  

 2   Business category  

 3   Installation category  

 4   Plant/Unit category  

 5   Section/System  

6.1 Equipment Class

6.2

Equipment Unit 

functional spec.

6.3

Equipment Unit Asset 

(S/N)

 7   Subunit  

 8  

 Component/ 

Maintainable item

 9   Part
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Method of 

detection

Failure 

mechanism

Classification 

of failure data

Consequence/ 

Likelihood

Primary

component failure

Consequence/ 

LikelihoodConsequence 

severity rating

Failure mode

Root cause

Corrective 

activity
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ISO 14224 Gas Turbine Equipment Subdivision 
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Common Practice: Relief Valve Example 

Relief valve inspection on two-year interval generates one order for a plant section, 

e.g. Distillation, with instructions to ―test/inspect all relief valves‖ 

 No tag numbers given 

Devices pulled from field, replaced with spares, and sent for testing to external 

service provider 

 No checklist to ensure all devices are pulled 

 Loss of traceability: where did each valve come from? 

Devices sent back from supplier with test results affixed to them 

 Some reports get lost 

 Failed tests may not be addressed: may not get reviewed, may sit in a pile on an engineers 

desk, etc. 

Inspection results scanned and attached electronically to relevant equipment objects 

 The wrong object type may be used 

Regardless of results, the inspection is reissued two years later 
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API RP 576 

Inspection Scope 

 6.2.3 Note operating conditions/relieving 

events while in service 

 6.2.6 Inspection adjacent piping 

 6.2.8 As-received pop-pressure 

 6.2.9 Visual inspection 

 6.2.11 Inspection of components 
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Sample Relief Device Inspection Report 
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1910.119(j) Mechanical integrity  

1910.119(j)(4) Inspection and testing. 

1910.119(j)(4)(i) Inspections and tests shall be performed on process equipment. 

1910.119(j)(4)(ii) Inspection and testing procedures shall follow recognized and 

generally accepted good engineering practices. 

1910.119(j)(4)(iii) The frequency of inspections and tests of process equipment shall 

be consistent with applicable manufacturers' recommendations and good engineering 

practices, and more frequently if determined to be necessary by prior operating 

experience. 
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1910.119(j) Mechanical integrity 

1910.119(j)(4)(iv) The employer shall document each inspection and test that has 

been performed on process equipment. The documentation shall identify the date of 

the inspection or test, the name of the person who performed the inspection or test, 

the serial number or other identifier of the equipment on which the inspection or test 

was performed, a description of the inspection or test performed, and the results of 

the inspection or test. 

 

1910.119(j)(5) Equipment deficiencies. The employer shall correct deficiencies in 

equipment that are outside acceptable limits (defined by the process safety 

information in paragraph (d) of this section) before further use or in a safe and timely 

manner when necessary means are taken to assure safe operation. 
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Preventive Maintenance Group inspections 

Advantages 

 Administered at a high level (e.g. area) with reporting at the individual equipment level 

 Multiple equipment inspections grouped into one plan/inspection order 

 All equipment items can be identified by unique tag numbers 

 All inspection steps apply to all equipment objects 

– Assign inspection characteristics to one or more inspection steps 

 Equipment-specific findings are documented with notifications and, where applicable, 
inspection lots and measurement points 

 Findings can be documented either (1) for all inspected objects or (2) only for exceptional 
conditions 

Disadvantages 

 Difficult to change inspection frequency for individual equipment items 

 Change to inspection scope requires an assessment of impact to all affected items 

 Should be addressed with Management of Change 
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1910.119(l) Management of change 

1910.119(l)(1) The employer shall establish and implement written procedures to 

manage changes (except for ―replacements in kind‖) to process chemicals, 

technology, equipment, and procedures; and, changes to facilities that affect a 

covered process. 

1910.119(l)(2) The procedures shall assure that the following considerations are 

addressed prior to any change: 

1910.119(l)(2)(i) The technical basis for the proposed change; 

1910.119(l)(2)(ii) Impact of change on safety and health; 

1910.119(l)(2)(iii) Modifications to operating procedures; 

1910.119(l)(2)(iv) Necessary time period for the change; and, 

1910.119(l)(2)(v) Authorization requirements for the proposed change. 
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Examples of Risk Management 

Appendix 
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Risk Rating: Process Consequences 

 Very High (VH) 

Major production loss: 2,000,000 ++ BBLS. 

Financial impact at a corporate level:  >$10,000,000 USD 

 High (H) 

Significant loss of production capacity (50-100%) for short term (<10 days): 200,000-2,000,000 

BBLS. 

Loss of production capacity (10-50%) for long term (>10 days): 200,000-2,000,000 BBLS. 

Financial impact at a facility level: >$1,000,000 USD 

 Medium (M) 

Loss of production capacity (10-50%) for short term (<10 days): 20,000-200,000 BBLS. 

Minor loss of production capacity (<10%) for long term (>10 days): 20,000-200,000 BBLS. 

Financial impact at a unit level: >$100,000 USD 

 Low (L) 

Minor loss of production capacity (<10%) for short term (<10 days) or minor financial impact 

 Negligible (N) 

Process capability not impacted or repair costs <$10,000 USD 
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Risk Rating: Hazard Consequences 

 Very High (VH) 

Multiple fatalities of company or associated personnel. 

Severe injury, illness, or fatalities of one or more members of the community. 

Catastrophic environmental impact requiring a full-scale response by outside agencies. 

 High (H) 

Death of one company or associated person. 

Severe injury or illness of multiple plant personnel. 

Major reportable environmental incident resulting in action by regulatory agencies, significant media and/or company 

resource commitment. 

 Medium (M) 

Severe injury or illness of one company or associated person.  Medical treatment required for multiple plant 

personnel. 

Major reportable environmental incident unlikely to result in action by regulatory agencies and would attract little or no 

media attention. 

 Low (L) 

Minor medical treatment required for one or more company or associated personnel. 

Minor reportable environmental incident: an incident that would not cause regulatory action and would attract no 

media attention. 

 Negligible (N) 

Minimal safety consequences.  Non-reportable environmental incidents. 
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Risk Rating: Likelihood 

 Very High (VH) 

One or more occurrences are credible annually. 

 High (H) 

Several occurrences are credible in the facility lifetime. 

 Medium (M) 

One occurrence is credible in the facility lifetime. 

 Low (L) 

Not expected to occur in the facility lifetime but not impossible. 

 Negligible (N) 

Practically impossible 
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Normalizing Risk Rating: Qualitative and Quantitative 

Data 

 

 

 

 

 

 

 

 

 Red Zone: risk mitigation required 

 Gray Zone: risk mitigation recommended 
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Safeguard Priority Rating 

Safeguards should be discretely identified and given risk reduction credit for each 

scenario in which they are involved. 
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Safeguard Example 

Risk of Operating 
Harley Davidson 
FXDWG 

Safeguards 

 Helmet 

 Protective clothing 

 Motorcycle safety 
class 

 Defensive driving 
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Safeguard Example 

Remove each safeguard one at a time while holding the others constant 

Calculation of safeguard priority for motorcycle helmet 
 C = c = $10,000,000 

 L = 0.1 

 l = 0.001 

 Since C = c and only one consequence is considered, the formula reduces to: 
 ST = C(L – l) = $10,000,000 * (0.1-0.001) = $990,000 

But…how effective is the helmet? 
 Does the rider wear it? 

 Has it been dropped? 

 Is the chin strap properly secured? 

 Assumed risk reduction is $990,000…what is the realized risk reduction? 
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Examples of Safeguards Analyses 


